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5. Investigation steps

This step helps you investigate customers for whom an initial concern has been 
raised. This may be following step 4 or another trigger such as those below. 

Investigation steps above illustrate an example where a TMS system has flagged a customer for transferring a 
total of $60,000 to a CEX over 5 transactions within the last month.   

• Three possible personas are identified as explaining the TMS system trigger.

• Using the 'Source red flags’ section of this guide and availability of data needed, two other strength  3 and 
4 red flags are identified as helping differentiate the target persona from the other two possible personas. 
Additionally, three relevant strength 1 and 2 red flags are similarly identified  
and assessed.

• The results point to the pig butchering scam victim being the most likely persona, so we proceed to step 6.

• Consider the possible criminal, victim and legitimate personas for the behavior which has triggered 
the concern. The persona network map in the ‘Understand the typology’ section may help.

• For each identified possible persona, consider their likely profile characteristics and use the red flags 
from step 2 that best distinguish the target victim of pig butchering investment scams from the other 
possible personas. Focus on red flags for which the ‘data needed’ is easily accessible.

• Of the identified red flags, first evaluate those of higher strength and only progress to lower strength 
red flags if these point to high-risk personas.
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6. Next steps

High quality, accurate and timely SAR’s can help stop  
investment scams such as ‘pig butchering’.  

When raising a SAR, include all relevant supporting  
information for the identified red flags.  

In particular, FinCEN advise to:

This step gives tips on how to proceed with customers which are likely to 
represent identified criminal or victim personas for which further action is required.

Having matched a customer to being a potential victim of pig butchering, before raising 
a SAR it may be helpful to do additional checks to collect more details. Checking for the 
presence of any additional red flags for the persona listed in Step 2’s ‘Source the Red Flags’ 
section may help add additional relevant context. 

Additionally, financial institutions are encouraged to refer their customers  
who may be victims of pig butchering to the FBI’s IC3: https://www.ic3.gov/. 
Financial institutions may also refer their customers to the Securities and 
Exchange Commission’s tips, complaints, and referrals (TCR) system to report 
investment fraud:  https://www.sec.gov/tcr. 

In the case of elder victims of pig butchering, banks may refer their customers 
to DOJ’s National Elder Fraud Hotline at 833-FRAUD-11 or 833-372-8311.
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Take care in completing the narrative section 
of the report to provide a clear complete and 
concise description of the possible criminal 
activity.

Include any relevant technical cyber indicators 
related to cyber events and associated 
transactions within the available structured 
cyber event indicator fields on the SAR form  
or as part of the attachment field.

IN SAR Field 2, include  ‘FIN-2023-
PIGBUTCHERING’ and reference the code  
in the narrative. 

Select “Fraud-Other” under SAR field 34(z) 
with the description pig butchering. 
 
If applicable, when filing a Form 8300, select 
Box 1b (“suspicious transaction”) and include 
the key term “FIN2023-PIGBUTCHERING”  
in the “Comments” section of the report.
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To fight human trafficking  
in financial data, you need to 
know what to look for, and 
how to find it.  With RedFlag 
Accelerator, you can.

Contact us to learn about  
Investigation and Detection 

Packs including:

• Exclusive Portal Access 

• External Reference Data from trusted sources 

• Scientific Anti-bias Risk Scoring Algorithms 

• Advanced AI Data Analytics

• Seamless Integration via ready-to-use  
Microservices 

• Industry-leading Professional Services,      
to support on:

• Knowledge transfer and training
• Technical integration
• Data science
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Learn more

REGISTER FOR THE NEW 
REDFLAG ACCELERATOR PORTAL
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WWW. REDFLAGACCELERATOR.COM 


